Google Multi-Factor Authentication (MFA)/2-Step Verification

Sign into your Gmail account (.net), and follow the steps below:
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In your Google account management page, go to Security, then click on 2-Step Verification.
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Google Account

¢ 2-Step Verification

Protect your account with 2-Step verification
Prevent hackers from accessing your account with an additional layer of security. When you
signin, 2-Step verification helps make sure your personal information stays private, safe and

secure.

Security made easy

In addition to your password, 2-Step verification adds a quick
second step to verify that it's you.

Use 2-Step verification for all your online accounts

2-Step verification is a proven way to prevent widespread
cyberattacks. Turn it on wherever it's offered to protect all your
online accounts.
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To continue, first verify it's you

Enter your password
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< 2-Step Verification

Let's set up your phone

What phone number do you want to use?

It
{

Google will only use this number for account security.
Don't use a Google Voice number

Message and data rates may apply.

How do you want to get codes?

@ Text message O Phone call

Show more options

Security Key
A small physical device used for signing in

Google Prompt NEXT
Get a Google Prompt on your phone and just tap Yes to sign in

< 2-Step Verification

Confirm that it works

Google just sent a text message with a verification code to | NG

Enter the code

207520

Didn't get it? Resend

BACK Step 2 of 3 NEXT



< 2-Step Verification

It worked! Turn on 2-Step Verification?

Now that you've seen how it works, do you want to turn on 2-Step Verification for your Google
Account tmfatest@mccsc.net?

Step 3 of 3 TURN ON

Google Account
& 2-Step Verification

Available second steps

A second step after entering your password verifies it's you signing in. Learn more

Note: If you sign in to your Google Account on any eligible phone, Google prompts will be added as
another method for 2-Step Verification.

n Voice or text message (Default) @) ,
N cified
Verification codes are sent by text message
Add more second steps to verify it's you
Set up additional backup steps s0 you can sign in even if your other options aren't available
x Backup codes
)
These printable one-time passcodes allow you to sign in when away from your
phone, like when you're traveling,
D Google prompts
)

To receive Google prompts, just sign in 1o your Google Account on your phone.

After you enter your password on a new device, Google will send a prompt to every
phone where you'e signed in. Tap any ane of them to confirm

You're not currently signed in on arry devices that support prompts.

I ° Authenticator app
)
Use the Authenticator app to get verification codes at no charge, even when your
phone is offline. Available for Android and iPhone
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You can either use the Microsoft Authenticator app, or the Google Authenticator.

Google Account

¢ Authenticator app

Instead of waiting for text messages, get verification codes

from an authenticator app. It works even if your phone is off-
line. oo

First, download Google Authenticator from the Google Play
Store or the I0S App Store.

sl Set up authenticator

Set up authenticator app

« In the Google Authenticator app tap the +

* Choose Scan a QR code

Can’t scan it?

Cancel




Set up authenticator app

Enter the 6-digit code you see in the app

Enter Code

Cancel

Google Account

¢ Authenticator app

Instead of waiting for text messages, get verification codes from an authenticator
app. It works even if your phone is offiine.

First, download Google Authenticator from the Google Play Store or the iOS App
Store.

Your authenticator

Authenticator
Added just now

Change authenticator app

Verify




